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Executive Summary 



INTRODUCTION 

M IT has a long and distinguished record of public service. Our report documents past public service 
contributions and the policies that underliethem, but primarily it seeks to anticipate the challenges to 
M IT's mission that will arise from changing world conditions. The committee was established jointly 
by the Provost and the Chairman of the Faculty to examine M IT's policies dealing with restrictions on 
research, such as those arising from classified or industry-sponsored research. The committee's work 
was done at a time of changein laws governing access to materialsand information and disclosure of 
research results that followed the events of September 11, 2001. Restrictions on access to select biological 
agents, the application of export control provisions to university researchers, and a growing pressure to 
treat research results as sensitive create a new landscapeforfaculty, students, and MIT as an institution. 



CHARGE FOR THE COMMITTEE 

The committee was asked to determine if our current policies provide adequate guidance to consider 
MIT's role in classified research in the context of the 21st Century. The committee was asked to address 
the following issues: 

• Does the policy, as stated by Section 14.2 of Policies and Procedures, give the appropriate 
context for considering classified research on campus? 

• Whilethepolicy differentiates between classified research at M IT Lincoln Laboratory and on 
campus, what aretheimplicationsfor faculty and graduate student participation in research 
projects being conducted at Lincoln Laboratory when the research has a classified component? 
Under what conditions is such research acceptable? 

• Section 14.2 of Policies and Procedures is specifically silent on the use of classified material 

on campus, as opposed to carrying out classified research. How should we interpret our policy 
with respect to the use of classified material on campus? 

• As the industrial research base of MIT expands, issues can arise concerning the openness of 
this research on campus. How do our policies for dealing with this research, as agreed upon in 
research contracts and as practiced, comply with the values of the academic community? 
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MIT's current policy on research (Section 14.2) states, "It is the policy of thelnstitute, therefore, that 
every research project within the academic structure of M IT (excluding Lincoln Laboratory) that 
requires a classification on the research process, classification as to the source of funds, classification 
of the research results, or imposition of other restrictions on publication or access must receive the 
prior approval of the Provost." In the application of the policy since 1975 there have been no such 
approvals granted. 

There are many issues that the committee did not consider. Our charge was centered on the issues of 
openness and access to research results as embodied in M IT's policies and practices and on possible 
changes to these. We did not deal with issues affecting individual faculty, as they consider how best to 
fulfill their public service responsibilities, or how they communicate their scientific findings through 
education or publications, or how they manage their laboratories and research groups, in so far as 
thesedonot conflict with M IT policy. 

Wedid not consider MIT's involvement in anational debate about these issues. Nor do we recommend 
what mechanisms should be used to contribute to such a debate. 



STATEMENT OF MIT VALUES AND PRINCIPLES 

The fundamental mission of M IT rests upon four values: unfettered transmission of knowledge through 
educational activities, creation of new knowledge through research and other scholarly activities, service 
to the nation, and service to humanity. The Institute is committed to providing the highest quality 
education, to generating, disseminating, and preserving knowledge, and to working with others to bring 
this knowledge to bear on the great challenges facing our nation and the world in the 21st century. 

We believe that M IT, to fulfill its mission, must have an open intellectual environment. Education and 
scholarship are best served through the unconstrained sharing of information and by creating the 
opportunities for free and open communication. Such an environment enables students to be exposed 
to the most current knowledge and allows scholars to build upon and to evaluate each other's work. 
National security, the health of our nation, and thestrength of our economy depend heavily on the 
advancement of science and technology and on the education of future generations. The well-being 
of our nation will ultimately be damaged if education, science, and technology suffer asa result of any 
practices that indiscriminately discourage or limit the open exchange of ideas. Peer evaluation of research 
methods and findings, an outcomeof open sharing and debate within the scientific community, isa 
crucial mechanism to insure the continued quality and progress of science. 

Based upon these principles, we arrived at the findings and recommendations given below. 



FINDINGS AND RECOMMENDATIONS 

1 CLASSIFIED RESEARCH ON THE MIT CAMPUS: M IT remains committed to a Strong role of 
public service and, as appropriate, to expanding the scope of that service. Such an expansion can 
include facilitating faculty members to serve the nation's national security needs within the 
framework laid out in our report. However, after examining the implications of conducting 



classified research on campus, we conclude that retaining an open research environment with 
freeflow of research results and information on the M IT campus is the best way for M IT to 
fulfill its public service responsibility. 

Therefore, we recommend that no classified research should be carried out on campus, that no 
student, graduate or undergraduate, should be required to have a security clearance to perform 
thesis research, and that no thesis research should be carried out in areas requiring access to 
classified materials. 

2 STANDING FACULTY COMMITTEE TO MONITOR DEVELOPING RESTRICTIONS ON 
ACCESS TO AND DISCLOSURE OF SCIENTIFIC I N FORM ATI ON : Currently, the Faculty 
Policy Committee has responsibility to consult with the Provost regarding exceptions to M IT 
policy regarding the conduct of research. We believe that the current situation requires more 
intensive attention than that committee can provide. Therefore, we recommend that a new 
Stan ding faculty committee be established to monitor the evolving Federal legislation and M IT's 
response to theseissues, as well as any exceptions granted to M IT policy for restrictions on access 
to and disclosure of research results, for both industry- or government-sponsored research. We 
also believethat this committee should monitor any issueof openness that comes to its attention 
arising from implicit arrangements made with sponsorsthat violate M IT's principles and go 
beyond contractual language. 

3 SENSITIVE AND OTHER RESTRICTIVE DESIGNATIONS: Because there is no consistent 
understanding or definition of what would constitute "sensitive" information, M IT should 
continue its policy of not agreeing to any sponsor's contractual request that research results 
generated during the course of a program be reviewed for the inadvertent disclosure of "sensitive" 
information. Beyond this, M IT should not acceptor hold any documents on its campus that 
are designated "sensitive" or "no foreign nationals," nor restrict any students from access to any 
course, on-campus seminar, or other similar forum. M IT should not designate any on-campus 
facilities as requiring special conditions for access beyond that required by existing legislation. 

4 SELECT AGENTS: The recently enacted USA Patriot Act defines restricted persons and prohibits 
their possessing, shipping or transporting a number of select biological agents. At present, very 
few laboratories at M IT are affected by these regulations. FI owever, the Secretary of FI ealth and 
Fluman Services (FI & FIS) has been given special powers to expand the list of select agents and 
is likely to add agents to this list if pending bills are enacted. 

The requirements involving personnel, students, faculty, and staff are not consistent with M IT's 
principles. It is likely that in the current climate, the number of agents on the list will grow and 
the restrictions placed on personnel, physical access, and publication of research findings may 
grow as well. At some point, M IT may rightfully decidethat on-campus research in areas gov- 
erned by these regulations is no longer in its interest or in line with its principles. Weshould 
consider applying a sunset clause to the acceptance of new contracts for research carried out 
under such restrictions, and the standing faculty committee should in the near future, reexamine 
our policies and practices in areas affected by these regulations. 










5 EXPORT CONTROLS: M IT and its faculty are affected by laws governing export of scientific 
information and artifacts. Since most fundamental research enjoys an exemption from the need 
to seek export licenses prior to disseminating information or items, open communication in all 
of its aspects is the best means to insure that research results can be freely communicated. M IT 
should insure that the designation of fundamental research and public domain extendsto as 
much of its ongoing research activity as possible, consistent with the national interest. Any formal 
or contractual restrictions on the open sharing of research results eliminate a project's funda- 
mental research and public domain exemptions. Such restrictions should be accepted only after 
careful analysis of their effects upon MIT and its research program. The administration of MIT 
should insure that faculty members understand their obligations under these export control laws. 

6 FACULTY PARTICIPATION IN CLASSIFIED RESEARCH : Issues arising from the participation 
of faculty members in off-campus classified research as an extension of on-campus research can 
be handled within the current framework of M IT policy. First, faculty members need to keep 
department heads notified about the extent of a research activity that may for a time remove the 
faculty member from active contact with students. Second, the Provost must be informed about 
activities that involve M IT in complex relationships with other organizations. Without such 
notification, it is likely that administrators will be unaware of the relationships that can signifi- 
cantly affect M IT research. We believe that such notification should be given at the initiation of 
a project, not just in the annual report from faculty. 

There exist several organizations that can provide access to classified facilities to enable M IT 
faculty to carry out the classified portions of their research. The most prominent of these is 
M IT's Lincoln Laboratory, but several other organizations could also provide such access. 

7 LINCOLN LABORATORY: The management and oversight of Lincoln Laboratory are major 
components of the public service that M IT carries out for the nation. In its oversight role, M IT 
should continue its active management of Lincoln Laboratory to insure that: the research meets 
M IT standards for independence and quality, and in so far as possible, Lincoln provides an 
environment that enables faculty to do research with national security implications. 

8 RELATIONS WITH OTH ER LABORATORl ES: M IT and its faculty have ongoing relations with 
a number of independent defense-supported research laboratories such as Draper Laboratory, 
Air Force Research Laboratory, Natick Army Laboratory, and the Naval Undersea Warfare Center 
in Newport, R.I.. These facilitiesoffer opportunities to strengthen our activities in research that 
have applications to national security. In particular, M IT should strengthen its relationship with 
Draper Laboratory and have access to Draper as an off- site facility for research and administrative 
support for faculty requiring access to classified material. 




9 EXTRAORDINARY EVENTS: There may betimes when rapid near-term access to specialized 
M IT on-campus facilities and expertise will be required by the nation. Examples of this would 
be the need for forensic analysis of biological materials, materials preparation, and the use of 
other facilities and expertise for significant national purpose other than research. Providing this 
type of assistance may require special procedures for restricted access. We believe that M IT 
should make such expertise availablefor a short-time response with a time-definite sunset 
clause. An M IT response to such emergencies would require the permission of the Provost in 
consultation with the standing faculty committee we have recommended. 

ID INDUSTRY-SPONSORED RESEARCH: Our committee has not been ableto address all of the 
issues raised by industry- sponsored research. We therefore recommend that the standing faculty 
committee we have suggested review M IT policies in this area, as well as their specific application 
in practice, as one of its first agenda items. We are concerned about growing pressures affecting 
the openness of research results and their publication that arise from involvement in industry- 
sponsored research. We are also concerned that restrictions on openness may undercut the fun- 
damental research exemption in the export control regime. 

11 RESEARCH CONDUCT: MIT should incorporate in Policies and Procedures exp licit statements 
about acceptable research behavior and clear standards for the conduct of research to insure 
that implicit agreements are not reached with research sponsorsthat violate M IT's policies on 
openness and access. Such guidelines should be incorporated into the material that accompanies 
the annual report that faculty make, detailing their outside professional activities and their on- 
campus research relationships. 

12 FACULTY ACCESS TO CLASSIFIED RESEARCH AND MATERI ALS: M IT faculty play important 
public service roles in areas requiring access to classified materials. To support these activities we 
recommend that M IT hold security clearancesfor faculty who require them, and provide off- 
campus facilities to allow access to classified materials needed to engage in research or public service. 

We do not recommend that M IT provide facilities for storage and access of classified materials 
on the MIT campus. An off-campus site should be provided for faculty to use such material, as 
required, utilizing thefacilitiesof Lincoln or Draper Laboratories. 
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Service To The Nation: 

A History of Research and Research Poiicies 



1.1 FOUNDING AND EARLY DAYS 

From the time when William Barton Rogers articulated avision for the Massachusetts Institute 
of Technology in 1861, there was a commitment that this new institution should serve the 
community. "We believethat the great practical value of the results at which we aim... must be 
recognized with especial heartiness in a community like our own... and we feel assured that the 
magnitudeof theplans[will] secure these great public benefits." (Objects and Plan of an 
Institute of Technology, 1861). 



1.2 WORLD WAR II: THE RADIATION LABORATORY 

During the Institute's first eighty years, the fulfillment of that public service mission took many 
forms: consulting, committee memberships, and special research efforts. But it was M IT's 
response during the Second World War that contributed so significantly to the nation's needs, 
and at the same time transformed the Institute. In May 1940, anticipating that M IT "would be 
called upon to take part in national preparedness," Karl T. Compton, then President of M IT, 
wrote to all department heads asking them to suggest "in which ways the staff and facilities of 
your department might be most advantageously used in such an emergency." The magnitudeof 
the Institute's response is chronicled in John Ely Burchard'sQ.E.D.; MIT in WorldWarll (New 
York:]. Wiley, 1948). 

Thelargest single effort undertaken byMIT during thewar was the Radiation Laboratory. The 
name was chosen to mask the true purpose of the lab, which was to develop microwave radar 
systems for aircraft, ships and anti-aircraft guns. Under the leadership of Vannevar Bush and 
theNDRC (National Defense Research Committee), the decision was made to house the radar 
laboratory (Rad Lab) at a university in contrast to a defense or industrial site. At the time, this 
was a novel idea, but the decision to place government- funded laboratories at universities clearly 
set the pattern for the post-war years. 

MIT was chosen as the site for the Rad Lab as research was already underway in these areas 
and the Institute was willing to make space available for this purpose. M IT originally allocated 
10,000 square feet of space and a staff of 50 persons. By the end of the war the laboratory occu- 
pied 15 acres of office space, had a staff of nearly 4000, an annual budget of $13 million, and 
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had produced over one hundred different radar systems and devices. The Rad Lab was run 
asa secure facility where all work was classified as secret. Staff members were investigated by 
the FBI before they were granted a security clearance, and were then required to sign secrecy 
agreem en ts. V i si tors to th e f ad I i ty were caref u 1 1 y co n tro 1 1 ed . 

The Rad Lab not only brought outstanding scientists and engineers into the M IT community, 
but it also contributed to the education of future generations. The effort made at the end of 
WW II, to record and disseminate the knowledge gained by the Rad Lab staff reflects the con- 
tinuing commitment to communicate research results as rapidly and as widely as possible. 

1 .1 . Rabi, one of the key scientists at the Laboratory, suggested the publication of a series of 
volumes to capture the advances that had been made by the staff in such areas as crystal theory, 
antenna development, radio signal propagation work, and general microwave circuitry. The end 
result was the twenty-eight volumes of the Radiation Laboratory Series. "The series, beginning 
with the volume Radar Systems Engineering, would debut in 1947 and go on to serve as the 
occupational bibleand textbooks for at least a generation of physicists and engineers studying 
microwave electronics" (Robert Buderi, The Invention That Changed TheWorld [New York: 
Simon & Schuster, 1996], p. 251). 

James R. Killian Jr., President of M IT from 1948-59, has written that the Radiation Laboratory 
"bequeathed to their members a realistic sense of the importance of further contributions 
to our national security after the war... Professorjerrold Zachariashas made the interesting 
comment to me that this sense of realistic involvement, which marked the work of the Radiation 
Laboratory group, led to the initiation of programs... organized in thel950'sto reform and 
improve the teaching of science in pre-col lege schools" (James R. Killian, Jr., The Education of 
a College President [Cambridge, M A: The M IT Press, 1985], p. 27). 

At the end of the war, the Rad Lab was quickly dismantled, and the basic research component 
became M IT's Research Laboratory for Electronics (RLE). Through the 1950's the armed 
services remained the primary source of funding for RLE. At first the research program was 
predominately unclassified, but over time RLE undertook more classified work though the 
laboratory remained open to graduate students. 

From the end of WWII through thel960's, classified research was conducted at several other 
MIT locations. In addition to RLE, the Instrumentation Laboratory and Lincoln Laboratories, 
discussed below, some classified work was conducted at the Center for International Studies 
(CIS). Duringthel960's, the faculty in theCISdecided that classified research in the social 
sciences had significant negative consequences, and decided to phaseout all classified projects. 
The last room that held classified files in the Center was dismantled in 1972. 



1.3 THE INSTRUMENTATION LABORATORY 

"The Instrumentation Laboratory of MIT was firmly rooted in the work of one individual, 
Charles Stark Draper" (Roslyn Romanowski, Peacetimeto Wartime [M IT B.A. thesis, 
Flumanities, 1982J). While a graduate student at MIT in the late 1920's, Draper was invited 
to teach a course on aircraft instruments, thus beginning his long career in the development 
of inertial guidance systems. 
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When the Instrumentation Laboratory was established in thel930's, initial funding came from 
the Sperry Gyroscope Company. Subsequently, the Laboratory began to investigate gyroscopic 
guidance for anti-aircraft guns and the primary funding shifted to the government. During 
World War II the laboratory, known during the war as the Confidential Instruments Laboratory, 
made significant contributions to defense needs with the M ark- 14 gunsight being one of the 
major developments during the war. (David M indell. Between Human and Machine: Feedback, 
Control, and Computing Before Cybernetics [Baltimore, M D: The Johns Hopkins University 
Press, 2002]). 

I n the post-war years. Draper and the staff of the I nstru mentation Laboratory developed guidance 
systems for strategic ballistic missi les, working on the guidance systems for both the Polaris 
and Titan projects. Before 1961 almost all research contracts were funded by the military. 

When the Laboratory was awarded the NASA contract to develop the navigation and guidance 
systems for Apollo, the mission to the moon, thefunding becameapproximately evenly divided 
between military and civilian sources. While the military work remained heavily classified, the 
Apollo project itself was unclassified at the insistence of NASA, although it drew heavily on 
technologies developed forthemilitary. The Laboratory had a "thesis declassification officer" 
until the late 1960's. 



1.4 SUMMER STUDIES AND THE ESTABLISHMENT OF LINCOLN LABORATORY 

In the 1950's several federal agencies turned to M IT to explore issues of importance to the 
nation's defense. The initial request from the A EC (Atomic Energy Commission) to explore the 
feasibility of nuclear powered flight (Project Lexington) led M IT to establish the summer studies 
format as an intense and effective way to rapidly carry out investigative projects. M IT gathered 
scientists and engineers from around the country and asked them to consider a problem of 
significant scope and importance. Project Lexington demonstrated the strength of the summer 
study format, but also the importance of properly framing the question. Professor Jerrold 
Zacharias, the director of the second study. Project Hartwell, broadened the Navy's original 
request to "find new ways of detecting submarines," to the question of the security of overseas 
transportation and harbor defense. 

After the end of the war. President Killian stated that M IT "was understandably reluctant to 
undertake the establishment of a large research laboratory devoted to military objectives, having 
devoted itself so intensively to the conduct of the Radiation Laboratory and other large war 
projects." (James R. Killian,Jr., The Education of a College President [Cambridge, M A: The M IT 
Press, 1985], p. 71). 

In 1950, however, responding to a request from theAir Force, President Killian recommended a 
summer study, named Project Charles, to explore the feasibility of establishing a major laboratory 
focused on air defense. M IT was motivated to take on the study both by national defense needs, 
and also the understanding that such a laboratory would act asastimulusfor the small electronics 
industry in the area. 
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to beoperated by M IT for theArmy, Navy and Air Force. In agreeing to establish the Laboratory 
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President Killian wroteto Thomas Finletter, then Secretary of the Air Force, "I wish to be very 
explicit in saying that M IT isanxiousto do what isin the public interest in this matter... that in 
writing to you... I am asking that there be... an effort... to get concurrence that [our continuation] 
isin the public interest and justifies... thesevere problems... it imposes on an educational 
institution" (James R. Killian, Jr., The Education of a College President [Cambridge, M A;The 
MIT Press, 1985 J, p. 73). 

Continuing funding was assured by the Air Force in 1953, and construction of the new facility 
near Flanscom Field in Bedford, Massachusetts was completed at that time. A site off-campus 
was sought as there was limited space for classified research on campus, and "President Killian 
believed that M IT should not be carrying out classified research on the Cambridge campus" 
(MIT Lincoln Laboratory: Technology in the National Interest [Lexington; Lincoln Laboratory, 
1995J, p.ll). Classified work, previously conducted at the RLE, was transferred to Lincoln Lab. 

I n the early years, the most important developments to come out of Lincoln Lab were SAGE 
(Semi-Automatic Ground Environment), a nationwide network of radar and anti-aircraft 
weapons linked to digital computers, and the DEW (Distant Early Warning) Line, a radar 
surveillance system placed along the polar gateway to theUnited States.Though operated asa 
classified facility, Lincoln has supported graduate student work that has resulted in many theses. 



1.5 RECONSIDERATION OF THE SPECIAL LABORATORIES: THE POUNDS PANEL 

Concerns about the Instrumentation Laboratory and Lincoln Laboratory were always present, 
as werethe implications of the growth of their sponsored research programs. Over theyears, 

M IT's Visiting Committee on Sponsored Research addressed these issues repeatedly. Their 
1965 report stated, "It isin these two areas [of Lincoln Laboratory and the Instrumentation 
Laboratory] that the most serious problem of controlling the natural tendency to expand 
resides, and in which interaction with the educational process automatically becomes obscure. 
We therefore repeat the cautions set forth by previous Committees, warning against unwarranted 
growth and emphasizing the need for an appropriate balance between meeting obligations to 
the Government on the one hand, and to the I nstitute's educational objectives on the other." 

In 1956, and again in 1963, the Institutediscussed altering or severing the relationship between 
M IT and thetwo laboratories, but no changes were made. In 1969, in the midst of the war in 
Vietnam, the reconsideration of the special laboratories took on greater urgency. On March 4, 
1969, a group of M IT faculty and students organized a stoppage of research to "provoke a 
public discussion of problems and dangers related to the present role of science and technology 
in the life of our nation" (Science [163, January 24, 1969], p. 373 and [163, March 14, 1969], 
pp. 1175-1178). The protest was devised as a "means for turning research applications away 
from the present emphasis on military technology toward the solution of pressing environmental 
and social problems." 

Responding to growing protests at M IT and other col lege campuses, then President Floward 
W. Johnson convened a Review Panel on Special Laboratories to reconsider the status of the 
Instrumentation Laboratory and Lincoln Laboratory. William F. Pounds, then Dean of theSloan 
School of Management, chaired the panel. Thefirst report, issued by the Panel in May 1969 and 



thefinal report, issued in October 1969, recognized the very different histories of the laboratories, 
but suggested that"M IT's non-academic public service... should be diversified by including a 
considerably larger non-military component devoted to the major problems of society." 

(First report, p. 8).Thereport made four recommendations: 

• The laboratories and MIT should explore new projects to provide a more balanced 
research program. 

• The educational interaction between thespecial laboratories and the campus should 
be expanded. 

• There should be intensive efforts to reduce classification and clearance barriers in the 
special laboratories. 

• A standing committee on thespecial laboratories should be established. 

The Panel examined several controversial projects, including the Poseidon missile at the 
Instrumentation Laboratory and the MTI (Moving Target Imagery) radar at Lincoln 
Laboratory. A standing committee was formed with the charge of continuing to review the 
programs of the special laboratories. 

Protests continued at M IT throughout 1969 while the Institute weighed the conflicting 
recommendations and financial implications of retaining or divesting the special laboratories. 
The Executive Committee of the Corporation issued a "directive that barred new work related 
to systems intended for operational deployment as military weapons." On M ay 20, 1970, 
President Johnson announced, "M IT can continueto manage Lincoln Laboratory in essentially 
the same frame as we have in the past and foreseeable future... [but] we cannot continueto take 
that responsibilityfor the Draper Laboratory under the restriction of the Corporation Executive 
Committee's directive." Although the recommendation had severe financial consequences for 
the I nstitute, the decision was made to divest the I nstrumentation Laboratory. The Laboratory 
was renamed for its founder, Charles S. Draper, in 1970 and remained a part of M IT until 1973 
when it became an independent, not-for-profit research and development corporation. 
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1.6 THE ROLE OF FUNDAMENTAL RESEARCH IN TECHNOLOGY TRANSFER IN THE 80'S: 
NSDD 189 

Asa reaction to the worsening relationship between theUnited States and the Soviet Union in the 
Iatel970's, new restrictions were imposed on the American academic scientific and engineering 
communities. For thefirst time, the Export Administration Act was used to restrict access by 
foreign nationals to scientific meetings, and to prohibit the presentation and publication of 
work that had not previously been restricted. In February 1981, the presidents of five research 
universities, including M IT, wrote to the Secretaries of Commerce, State and Defense, to indicate 
that they were "deeply concerned about recent attempts to apply to universities the I nternational 
Traffic in Arms Regulations (ITAR), and Export Administration Regulations (EAR)." 
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In February 1982, a DOD-University Forum, co chaired by Richard DeLauer, then Under 
Secretary of Defense for Research and Engineering, and Stanford President Donald Kennedy, 
was established to encourage communication between the academic and defense communities. 
And in March 1982, the Committee on Science, Engineering, and Public Policy (COSEPUP), 
of the National Academy of Sciences, convened a Panel on Scientific Communication and 
National Security chaired by Dale R. Corson, physicist and president emeritus of Cornell 
University. The Corson report concluded that, while there was a significant amount of tech- 
nology transfer to the Soviet Union, very little of this problem was caused by the academic 
community. The report stated that "The long-term security of the United States depends in 
large part.. .on the vigorous research and development effort that openness helps to nurture." 

In 1984, when theDOD proposed contract provisions that would have authorized their reviewers 
to restrict the publication of some research findings, the presidents of M IT, Caltech, and Stanford 
notified the White FI ouse that if theseprovisions were enacted, their institutions would refuse 
to conduct sensitive but unclassified research. Richard DeLauer supported the position taken 
by the academic community, indicating that "consistent with existing statutes, no controls other 
than [security] classification may be imposed on fundamental research and its results when 
performed under a federally supported contract." 

In response to theCOSEPUP study and continued efforts to control access to research and 
dissemination of thefindings, the Reagan administration issued National Security Decision 
Directive (NSDD) 189, "National policy on the transfer of scientific, technical and engineering 
information," in 1985. NSDD 189 sets forth the definition of fundamental research, and the 
policy that when restrictions are necessary, security classification should be used. 

'Fundamental research' means basic and applied research in science and engineering, the 
results of which ordinarily are published and shared broadly within the scientific community, 
as distinguished from proprietary research, and from industrial development, design, produc- 
tion, and product utilization; the results of which ordinarily are restricted for proprietary 
or national security reasons. 

It is the policy of this Administration that, to the maximum extent possible, the products of 
fundamental research remain unrestricted. It is also the policy of this Administration that, 
where the national security requires control, the mechanism for control of information gen- 
erated during federally- funded fundamental research in science, technology and engineering 
at colleges, universities and laboratories is classification... No restriction may be placed upon 
the conduct or reporting of federally- funded fundamental research that has not received 
national security classification, except as provided in applicable U.S. Statutes. 



1.7 MIT POLICIES DEALING WITH RESTRICTIONS ON RESEARCH 

M IT policy development, with respect to classified research and other restrictions on openness 
in research, tracked the changes described above. These various policies are included in 
Appendix B, which also contains a statement of current M IT policy. 








Developing Concerns on Access and Control of 
Scientific Information 



The end of the Cold War did not end concerns about threats to national security, or stop the evolution 
of government-university relations. On the contrary reflections on the Cold War experience heightened 
awareness among the nation's political leaders of the important role science and technology played in 
America's success. The advantage held bytheUnited Statesin military relevant technologies was in 
large part achieved through an effective collaboration in science and technology between the military 
and private sector institutions, including academic institutions. This significant and growing edge is 
often said to have undermined the Soviet Union's confidence in its ability to competewith theWest 
on any grounds and, therefore, to have hastened the end of the Cold War. 

The sophistication of a nation'smilitary technology thus became for many officials the key measure 
of relative military strength. With it came a belief that the United States must create and hold a lead 
over all other nations in military relevant technologies. The fact that many of the technologies most 
important to our defense are inherently dual use, in thesensethat they have significant commercial 
as well as military value, greatly complicates efforts to protect leads. Satellites can monitor crop 
production as well as troop movements; work in biotechnology may produce cures for disease as well 
as lethal weapons. The effort to build military advantage can easily conflict with thedesireto expand 
trade and gain economic advantage. 

With the end of the Cold War, worries about the proliferation of weapons of mass destruction and 
related delivery systems escalated. During the Cold War, it was in the interest and, to a large extent, 
the power of both the United States and the Soviet Union to limit the diffusion of weapons of mass 
destruction. Each superpower had a network of allies in which offers of protection and threats of 
abandonment contained the desires for others to possess their own arsenals of such weapons. The end 
of the Cold War has meant not only the possible theft or sale of weapons from the Soviet stockpile, but 
also heightened interest in the acquisition of weapons of mass destruction by nations whose security 
guarantees expired with the Soviet Union, or who wished to challenge American power on their own. 

The September 11th and subsequent attacks on the United States have taught also that common tech- 
nologies can be used for deadly purpose. A large aircraft becomes a bomb in the hands of terrorists. 
Mail-sorting machines can spread the contents of an anthrax-contaminated letter. These events have 
raised concerns about who gets trained in what techniques even if thetechniques are not secret or 
reserved only for the military. 
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From a security point of view, the increasing international visibility and accessibility of America's 
universities is a complicating development. On the one hand, the prominence of our universities 
draws many of the world's best minds to the United States as teachers, researchers, and students. We 
are richer in all aspects of our lives, including defense, for the knowledge they generate. Many will 
return home to become leaders in their own countries, carrying with them a good measureof American 
values and understanding, and building a stronger world. On the other hand, because of their openness, 
the universities become a gateway through which potential enemies may access advanced technologies, 
even common ones, that can beused in military systems to our detriment. Research collaborations and 
educational exchanges that look entirely beneficial from some perspectives may look quite dangerous 
from others. 

Both the Executive Branch and the Congress have expressed concern in recent years about the leakage 
of vital technologies to hostile regimes or groups. Some lower-level federal research administrators, 
sensing the changing political climate, have begun to tighten or expand their interpretation of security 
regulations. One serious result has been the attempt by agencies to claim that restrictions should be 
placed on access to certain information they label as "sensitive" even though this information has not 
been classified as secret through established procedures. Thus, universities like M IT, that have policies 
against doing classified research on their campuses in order to preserve their openness, have found 
themselves facing pressure from federal research sponsors to control access to and limit dissemination 
of some research findings. 

International Traffic in Arms Regulations (ITAR) governs the export of technologies and products on 
theU.S. Munitions List and is administered by the State Department. Although the list of technologies 
covered by the Munitions List is broad, most university international collaborations and exchanges are 
excluded from ITAR license requirements under a general exemption for public domain information 
or fundamental research. ITAR defines fundamental research as research in science and engineering 
at a U.S. institution of higher learning, the results of which are published without restriction. Flowever, 
there are some fields I ike space research whereeven fundamental research requires the utilization of 
technologies that may be considered to be defense related. In fact, recent tightening of ITAR's adminis- 
tration stemmed from concern about the transfer of space technologies to China in commercial 
transactions. Finding a way to preserve international collaborations and exchanges in the space sciences 
has been difficult, and the field is somewhat in turmoil because of this. Recent amendments to ITAR 
(March 29, 2002), intended to help the universities, have improved the situation somewhat by 
exempting from the license requirements certain exports to nationaisfrom NATO and asmall number 
of allied countries. The changes are limited in their applications and have not solved the basic diffi- 
culties. Thefundamental research exclusion has not become more flexible and predictable. At the same 
time, some new problems have been created, such as inadvertently requiring discrimination among 
students according to country of origin. M oreover, the dual-use nature of science and technology raises 
the concern that ITAR restrictions will be extended to many other fields. 






Export controls present particular problems for the universities in that the transfer of some scientific 
information included in normal domestic research activities, I ike the employment of graduate students, 
the conduct of workshops and seminars, or the transmission of papers when they involve foreign 
nationals from other than NATO countries, can be in violation of the regulations. These "deemed 
exports" of potentially sensitive information are troublesome to manage for university researchers 
and administrators because the activities are an inherent part of the academic research process, yet 
can place them in legal jeopardy including the imposition of criminal penalties. 

Regulations governing access to and the handling of hazardous materials have been strengthened after 
the September 11th attacks and the anthrax letters. Although most of the pre-existing controls were 
directed toward environmental safety concerns as well as preventing misuse of hazardous biological 
materials and toxinsfor terrorism, the latter purpose has gained prominencein new law.TheUSA 
Patriot Act, signed October 2001, although involving much else including expansion of the government's 
ability to monitor communications networks and seize electronic records, prohibited the involvement 
of individuals deemed restricted persons from possession, shipping, transport, and receipt of covered 
select agents that could be used in biological attacks. 

Biology and bioengineering now join other academic fields such as space and computer sciences in 
which security pressures are likely to test the health of university-government relations. Law enforce- 
ment and the military worry that the openness of the academic environment, without intention, will 
allow those who wish to harm Americans to gain the materials and information needed to do so. The 
universities fear that the processes that make American academic science and engineering so productive 
for defense and everything else in society will be sacrificed in thefalse belief that openness perse is 
the danger. 

Opposition, even to the point of questioning the understandable desires for security and the restrictions 
that it involves for academic life, is going to be very difficult. Public support for the campaign against 
terror ishigh. No one wishes to increasethe risk that additional deadly attacks will occur. Academic 
research after theCold War remainsfinancially dependent upon federal research contracts and grants. 
For most research universities, it is health-related research rather than defense- related research that 
now attracts most support, but the vulnerability to federal mandates created in the last half century 
is unchanged. Only dialogue and a partnership between the Federal Government and universities to 
identify the real needs of government to strengthen security, balanced with the public service contri- 
butions of the universities in all of its aspects, will likely preserve all the academic freedoms that 
remained in force and were so productive during the long years of the Cold War. 
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Responsibilities and Restrictions on the Handling of 
Scientific Information 



In its role as a major research university, M IT as an institution and MIT faculty as individuals are 
bound by a framework of laws and regulations pertaining to the handling of scientific information 
and research materials. Some of these obligations derive from the choices that M IT hasmadeto 
perform industry-sponsored research or to perform classified research at Lincoln Laboratory. Others 
flow from laws controlling access to and dissemination of scientific information and research materials 
that apply to everyone. Many of these laws place special burdens on institutions and faculty in partic- 
ular research fields, and govern the handling of particular substances or particular technologies. Recent 
legislation has expanded the restrictions and the responsibilities of institutions and individuals. It is 
important that M IT faculty understand their obligations under these laws and regulations. The M IT 
administration should play a primary role in insuring that the MIT community is well informed on 
these issues. 



3.1 CLASSIFIED RESEARCH 

Classified research has a well-defined set of governing laws and regulations. The obligations of 
the Institution and the individuals engaged in classified research are well understood. Criminal 
penalties result from violations of these laws. 

M IT currently undertakes classified research at Lincoln Laboratory, an FFRDC (Federally Funded 
Research and Development Center) specializing in radar and electronics.Governanceand over- 
sight issues require, that to fulfill its institutional obligations, senior M IT officials must have 
appropriate security clearances. Currently, only fifteen main campus individuals are required by 
the government to have security clearance: President, Provost, Vice Presidents and the Executive 
Committee of the Corporation. M IT maintainsafacility security office on campus to fulfill its 
obligations. 

Classification requirements flow from specific relationships with government agencies and 
contractual agreements. Beyond Lincoln employees, senior M IT administrators, and a few 
individual M IT faculty who have research relationships with Lincoln, no other M IT faculty 
hold their security clearance through MIT or through their association with Lincoln Laboratory. 
We estimate that there might be as many as seventy-five members of the M IT faculty who 
currently hold security clearances. But as such clearances must be related to specific govern- 
ment contracts and/or specific relationships with government agencies, these M IT faculty 
members havetheir clearances held by other organizations such asDOE, NRO,and USAF. 
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For many faculty members, these clearances are an Important enabler of their public service. 
For example, serving as a committee member or reviewer for an unclassified National Research 
Council study on the Nuclear Test Ban Treaty required access to classified material. Since 
obtaining a clearance can take up to eighteen months, responding promptly to public service 
opportunities Is not possible without provision for the continuity of Individual security clearances. 

Although classification flows from contractual requirements freely entered Into, there aresome 
situations In which unclassified research becomes classified by what could be termed "march-ln 
rights." In such cases, findings obtained In unclassified research have been deemed by the govern- 
ment to be of such overwhelming Importance to national security that the results are classified 
after the fact, often removing them from the faculty member's control or participation. These 
actions by the government have affected faculty access to their research as well as student thesis 
research and publications. To date, these have been extraordinary events. 

FI owever. In the current climate, we may see a desire on the part of contract monitors to more 
closely oversee the ongoing research with agoal of Imposing cl ossification on emerging research 
results. To beacceptable, we believe that any such actions would be extremely rare and would 
require great sensitivity and care to avoid damaging the process of discovery. 



3.2 SENSITIVE INFORMATION 

Increasingly of late, M IT has seen the attempt by government contracting officials to Includea 
requirement that research results be reviewed, prior to publication, for the potential disclosure 
of "sensitive" Information. Such a request Implies potential restrictions on the manner In which 
research results are handled and disseminated, and may also restrict the personnel who have 
access to this material. The difficulty with this approach Is that the term "sensitive" has not been 
defined, and the obligations of the Institute and the Individuals Involved have not been clarified 
nor bounded. This situation opens the Institute and Its faculty, students, and staff to potential 
arbitrary dictates from Individual government contracting agents— however well Intended. We 
are aware that many universities have had similar experiences. 

To date, M IT has refused. In all cases, to accept this restriction In any of Its government contracts. 
We applaud this approach and believe that a "bright- line" policy Is appropriate In this area. M IT 
has chosen to engage In classified research at Lincoln Laboratory under well-defined obligations 
but does not, and should not, accept arbitrary restrictions on Its research environment. 

The government may place other restrictions on scientific Information that affects national 
security. The designation "No Foreign Nationals" Is often placed on scientific and technical 
material, and access to such materials and meetings discussing them Is restricted. Clearly, such 
restrictions are not compatible with the educational environment at M IT. 




3.3 EXPORT CONTROLS 

An area of growing concern Isthe application of the International Traffic In Arms Regulations 
(ITAR) and Export Administration Regulations (EAR) to fundamental research undertaken by 
universities. Major problems have arisen for research universities Involved In the space sciences. 



and concerns have been expressed that these restrictions will soon spread to many other fields. 
ITAR concerns itself with the export of military- critical technologies listed on theU.S. Munitions 
List (USM L) and related "defense services" including instruction. Commercial and scientific 
satellites are included on the USM L. EAR concerns itself with technology, equipment, software, 
and information on the Commerce Control List for commercial as well as"dual use,"i.e., 
commercial use with some military potential. It is important that faculty understand their 
personal responsibilities under ITAR and EAR as violations carry criminal penalties. 

Fundamental research is excluded from the application of ITAR and EAR. The definition of 
fundamental research is basic and applied scientific research at a U.S. university, the results 
of which will be published and disseminated without restriction, whether the restrictions come 
from government or corporate sponsors. The designation "sensitive" in contract language, if it 
implies some restriction on publications, might subject the research results to ITAR or EAR 
licensing requirements. We have not analyzed the effect of corporate restrictions in industry- 
sponsored research on ITAR application. Flowever, if a contract has any limitations on the 
dissemination of research results and thetechnology is listed on the ITAR or EAR lists, then 
licensing is required under ITAR and may be required under EAR. 

Even when a project might be seen as falling under the fundamental research or public domain 
exclusion, another part of the ITAR mandates that a license is required when there is provision 
of "defense services," a kind of catch-all regulation defined as providing assistance, including 
training, to foreign nationals in the use of "defense articles," (those items on the M unitions List). 
This provision includes the design, development, engineering, manufacture, testing, operation, 
demilitarization, destruction, processing or use of defense articles. Any "technical data" relating 
to theseisalso included. In fact, thelTAR isacomplexdocument, at times internally inconsistent, 
and in any case requiring legal interpretation. 



3.4 USA PATRIOT ACT: SELECT AGENTS 

Following the events of September 11th, Congress passed legislation that controls the posses- 
sion, receipt, shipping, or transport of certain select biological agents on the part of "restricted" 
persons. As of now, the Act will only affect the work of very few laboratories at M IT. FI owever, 
under some of the bills pending in Congress, the Secretary of Flealth and Fluman Services 
(FI &FI S) is likely to expand the list of select agents. The expanded list could have a much 
greater impact on M IT, particularly on areas that do biological research. Additional security, 
training, and physical restrictions on access to facilities will be required to comply with the Act. 

The existing Patriot Act applies the obligations and criminal liabilities for violations to individ- 
uals. Pending bills in Congress would extend the liabilities for violations to institutions as well. 
Under theAct, in addition to certain foreign nationals. United States citizens who have been 
dishonorably discharged, indicted, or convicted for certain crimes, are illegal drug users, are 
fugitives, or who have had a mental illness will also derestricted. It is not clear who will be 
required to conduct background checks and be liablefor the results. At the present time, M IT 
faculty and staff, working with these select agents, are being given a self-assessment form to 
help them determineif they are legally ableto work with these materials, and to notify them 
of the implications. 



If billspending in Congress are enacted, the Secretary of H&H S could promulgate regulations 
with the effect that laboratories handling these select agents would have to be physically restricted. 
These bills, if enacted, would also impose obligations on institutions to identify and prevent 
"restricted persons" from having access to select agents. In such event, the problems of comply- 
ing with this legislation will be very similar to those for classified research. 



3.5 INDUSTRY-SPONSORED RESEARCH 

M IT does not accept restrictions from corporate sponsors on the free dissemination of research 
results, with the exception of minor delays to protect the potential for obtaining a patent or to 
protect the inadvertent disclosure of proprietary information. M IT policies govern the handling 
of proprietary information and the acceptable delays for publication of industry- sponsored 
research results. These are discussed in Section 9 of our report. 



3.6 OTHER RESTRICTIONS 

We understand that occasionally members of the MIT faculty feel pressured to make implicit 
agreements with research sponsors, both government and industry, that violate M IT's principles 
of openness and access, and bypass the requirements that appear in the research contract. Such 
implicit agreements are usually seen as necessary to secure funding and areoften designed 
to restrict access to research results, or to insure special or early access to research that would 
eventually be in the public domain. These pressures can also take the form of suggestions about 
the suitability of individual graduate research assistants, as viewed by the sponsor, or restrictions 
on the accessibility of research findings to students or members of the faculty. Although we 
can understand the pressures on faculty to make such handshake agreements, such agreements 
undercut M IT's principles of openness and access, and can have unforeseen consequences, such 
as eliminating thefundamental research exemption, which excludes research results from 
export controls or other restrictions. 

In the present climate, we can expect such pressures to increase both from government and 
industry sponsors. As part of our recommendations, we have called for the establishment of 
a standing faculty committee to monitor a variety of developing issues and challenges in the 
application of M IT policies to specific situations. We suggest that this new committee serve 
as a forum to discuss concerns that faculty members and students have about unwritten restric- 
tions on openness and access to research results. 

Wealso recommend that in Policiesand Procedures, M IT should makeexplicit that the policy 
on the conduct of research discourages such implicit agreements. Information about this issue 
should be included in the material that accompanies the annual report for individual faculty 
on outside professional activities. 
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statement of MIT Values and Principles 



The fundamental mission of M IT rests upon four values: unfettered transmission of knowledge 
through educational activities, creation of new knowledge through research and other scholarly 
activities, service to the nation, and service to humanity. The Institute is committed to providing the 
highest quality education, to generating, disseminating, and preserving knowledge, and to working 
with others to bring this knowledge to bear on the great challenges facing our nation and the world 
in the 21st century. 

To fulfill its mission, M IT must have an open intellectual environment. Education and scholarship 
are best served through the unconstrained sharing of information and by creating the opportunities 
for free and open communication. Such an environment enables students to be exposed to the most 
current knowledge and allows scholars to build upon each other's work. National security, the health 
of our nation, and the strength of our economy depend heavily on the advancement of science and 
technology and on the education of future generations. The well-being of our nation will ultimately be 
damaged if education, science and technology suffer as a result of any practices that indiscriminately 
discourage or limit the open exchange of ideas. Peer evaluation of research methods and findings, an 
outcome of open sharing and debate within the scientific community, is a crucial mechanism to insure 
the continued quality and progress of science. 

Openness enables M IT to attract, educate, and benefit from the best students, faculty and staff from 
around the world. This is especially important as competence in science and technology has grown 
throughout the world so that access to research and knowledge outside theUnited States is critical to 
our own progress. Over the course of many years, immigrant scientists as well as foreign visitors and 
students have contributed enormously to the American educational and scientific enterprises. They 
have enriched our knowledge and culture, promoted the growth of our economy, have become essen- 
tial contributors in American companies and research laboratories, and have improved the quality of 
our lives. Many will return to their home countries to become leaders with an understanding of our 
nation and our values. No foreign national granted a visa by theUnited States government should be 
denied access to courses, research or publications generally available on campus. 

Freedom to publish is an inherent and necessary component of the progress of science. Scientific 
results require replication or falsification for their acceptance or rejection. Thus scientific results 
published without thedetailsof experimental procedure and methodology do not in fact constitute 
science. Although some have suggested such restrictions on theflow of scientific information, it is 
clear that such a policy would severely damage science. 
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Classified Research at MIT 



Therationalefor conducting classified research at M IT flows directly from our institutional commitment 
to public service. MIT stands ready to assist the nation in applying its expertise to the most pressing 
national issues— it has done so in the past, it is doing it now, and it will do so in the future. We believe 
that public service istheonlyrationalefor conducting classified or otherwise restricted research at 
M IT. Other possible rationales for accepting restrictions on access to and dissemination of research 
results, for example, individual career enhancement, available funding, the progress of science, access 
to the best technology, or individual patriotic desires, can be satisfied by other means and do not justify 
accepting restrictions on on -cam pus research. Our commitment to public service may also require 
that, under extraordinary circumstances, the Institute will make specialized knowledge available and 
provide access to specialized facilities. Such activities would bea short-term response to critical national 
emergencies, as opposed to undertaking research. 

The principal mission of MIT is education and research involving faculty and students. To carry out 
thismission MIT maintainsavarietyof facilities. When we speak of M IT's campus the contiguous 
group of buildings in Cambridge comes to mind. However, M IT has education and research facilities 
at other sites. A definition of on-campus, therefore, must be carefully developed before we move to a 
discussion of the restrictions on openness and access to research that will and will not be appropriate 
for our "campus." We do not believe we can give a definition of on-campus that will be valid for all 
time. When we speak of campus, we will mean the physical facilities in which education and research 
involving undergraduate and graduate students takes pi ace. We assume that all MIT facilities are 
included in thedefinition of campus unless specifically excluded bytheProvost, in somecasesin 
consultation with thestandingfaculty committee that we recommend. Since Lincoln Laboratory 
performs classified research and has controlled access, it is not included in thedefinition of on-campus. 

The impact of on-campus classified research on the educational and research mission of M IT is 
distinct from the impact on M IT's mission of classified research conducted at Lincoln Laboratory 
in Lexington, or elsewhere, by M IT faculty or Laboratory staff. In the future, M IT may see the need 
to establish additional facilities in which classified research could be conducted to carryout research 
in other scientific areas, such as the biological and health sciences. 

H owever, we bel ieve it is appropriate to examine what would be the fundamental rationale for con- 
ducting classified research at a university such as M IT. The principal argument is that universities serve 
as an effective incubator for carrying out important work in emergingareas. The ability to attract 
highly qualified personnel and gain access to extraordinary research equipment and expertise are the 
principal reasons. Examining the history of Lincoln Laboratory and the many other organizations still 
in existence that have been spun off by M IT, and interviewing Lincoln Laboratory personnel, we find 
that there is considerable value to thenation from settingup such relationships in a university setting. 
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However, our belief in our responsibility to conduct classified research in the public interest at facilities 
like Lincoln Laboratory is a separate question from the implications of conducting classified research 
on the M IT campus. Several arguments could be advanced to support carrying out classified research 
on M IT's campus in addition to that carried out at our off-campusfacilities. Among the arguments 
would be: 

1 To perform a service to the nation on important national security matters where: 

a M IT has substantial expertise and technical capabilities to offer in seeking solutions. 

b MIT may beabletocontributesubstantiallyto developing national policies and strategies 
vital to national security by drawing on information on the latest developments in science 
and technology. 

2 To act as an effective technology transfer mechanism to disseminate the fruits of M IT research 
to United States defense and non-defense contractors, thereby improving their capabilities. 

3 To provide alternative technical and scientific judgments on important national matters 
that currently are provided by MIT only through Lincoln personnel conducting research 
in government-sponsored programs. 

4 To enable more faculty members to engage in classified research in response to any national 
emergency. 

There areother ways that M IT has contributed and will continueto contribute to public service that 
do not requirethe conduct of classified research on campus. One such form of public service is to 
make M IT's expertise available in an advisory capacity for oversight and review of classified govern- 
ment programs. Classified programs can often degrade in quality over time if they are not subjected 
to rigorous scrutiny by qualified outside professionals. 

Webelievethat MIT's participation in classified research and oversight activities can makea valuable 
contribution to such research and provide a service to the nation, as well as serve institutional and 
individual interests.And there is no question that allowing classified research to be carried out on-campus 
would increasethe involvement of faculty and students in these activities. But what is the cost to the 
mission of M IT and its continuing ability to serve the public interest if such work were to bea part of 
on-campus research activities? 
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The Implications of Performing Ciassified Research on Campus 



M IT is presently engaged in classified research at Lincoln Laboratory to advance important national 
interests, and stands ready to take on additional classified programs under appropriate arrangements. 
Lincoln Laboratory is an off- cam pus facility that provides the required control of access and facilities 
fortheconduct of classified research and development. Should controlled facilities be established on 
our campus for similar purposes? 

Theclassified research regime has well understood laws and regulations, which would require that a 
dual research and research management system beset up on-campus. 

1 A partitioning of on-campus research into two categories would be required, which would 
result in: 

a Severely reducing the accessibility of personnel engaged in classified research from involve- 
ment with the community at large, including peer interactions, student involvement, 
departmental and laboratory reviews, and promotion considerations. 

b Inaccessibility by foreign visitors, faculty members, staff, students, and other uncleared per- 
sonnel to classified research. This would inevitably create two separate classes of individuals 
on campus. 

c Sequestered laboratories, information systems, and offices, reducing collegial interactions 
between faculty, students, and staff. 

2 M IT would need to set up another management hierarchy for classified research, which in all 
likelihood would differ from the hierarchy currently in place. Department heads would need 
security clearances in order to overseethe quality of the work of students and faculty. 

3 Even if students do not conduct classified research, there would exist an increased likelihood of 
classifying student thesis research in mid-stream, or upon completion, if carried out in an area 
where faculty are performing classified research. This would put student careers in jeopardy. 

4 In many cases a pre- publication review is required for papers reporting unclassified research, 
because a co-author was doing classified research. This can significantly delay or impede 
publication. 

In theend, we believe that the restrictions of the free flow of research results, as well as control of 
individual access, would negatively impact national security by hampering the progress of science 
in important areas of human health, economic growth, and in all of the other areas that science 
has brought benefits to our nation. We are moved by the obligation of public service to the nation. 
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However, we believe that this is best met through an open and shared research environment on campus 
coupled with the operation of special facilities for classified research and the expansion of opportunities 
for faculty to engage in public service in significant ways. In their examination of current threats to 
national security, the H art Rudman Commission concluded, "The inadequacies of our systems of 
research and education pose a greater threat to US national security than any potential conventional 
war we might imagine" (The United States Commission on National Security/21st Century, Road 
Map for National Security [Washington, D.C: USCNS, 2001]). 

Wealso considered thequestion of whether M IT should provideafacility on-campus for classified 
material needed by the faculty for research or public service activities. We were persuaded, partly by 
recent government policy decisions and practices with regard to security, that the MIT campus should 
remain without such a facility. We believe that it is important for M IT to beableto state unequivocally 
that we do not store classified documents on our campus. M IT faculty who require such access can 
make other convenient arrangements at Draper Laboratory and Lincoln Laboratory or at other 
appropriate facilities, perhaps with the assistance of the sponsoring agency. M IT should facilitate 
such arrangements. 




MIT's Involvement in Classified Research: The Roie of Lincoin 
Laboratory and Other Off-Campus Laboratories 



7.1 FACULTY INVOLVEMENT IN CLASSIFIED RESEARCH 

We anticipate that research programs designed to respond to national needs may occasionally 
involve a classified component. Examples might includeconducting a classified follow-on 
program to apply the results of fundamental research to the development of systems and/or 
hardware, or the need to use specialized equipment in cleared facilities to measure material 
or component characteristics. Often such research needs can be anticipated at the time the 
program is established; others may arise in mid-stream. 

Such occurrences raise several issues that we believe can be dealt with within the current 
framework of M IT policy. The first is the need to keep department heads notified about the 
research activities that may for a time remove faculty members from active contact with 
students. The second is the need to insurethat the Provost is informed about activities that 
involve M IT in complex relationships with other organizations. Without such notification, 
it is likely that administrators will be unaware of relationships that can affect M IT research in 
significant ways. We believe that such notification should be given at the initiation of a project, 
not just in the annual reports submitted by the faculty. 

There exist several organizations that could enable MIT faculty to carry out the classified 
portions of their research. The most prominent of these is M IT's Lincoln Laboratory, but other 
organizations could also provide access to classified facilities. However, given its status as an 
MIT laboratory, Lincoln is a primary focus for such activities. 



7.2 STUDENT INVOLVEMENT IN CLASSIFIED RESEARCH 

Students at M IT carry out an essential component of the research program. M IT students 
come from a wide variety of backgrounds. Some students come from industry, government or 
the military with current security clearances. Depending upon their interests, background, and 
opportunities, they may become involved in research at Lincoln Laboratory or other defense- 
related organizations. Some Lincoln personnel may make a transition to graduate student 
status for a time, whilesomeM IT students may take summer or part time employment in 
organizations that perform classified research. 



J 



IS 



t 



1 



I 

□ 

•b 

s 




H owever, these professional activities are distinct from their involvement as students in M IT's 
program of education, including thesis research. We affirm M IT's current policy that does not 
permit classified theses. Moreover, we believe that no student should requirea security clearance 
nor require or have access to classified material to perform thesis research. All thesis defenses 
should be open to the MIT community. 

We are concerned that students performing unclassified research in areas related to classified 
programs may be subject to pre- publication review of theses. If this becomes more than a 
prompt review, a procedure analogous to the delay provided to corporate sponsors for a similar 
review, then the area of research should be considered off limits for students. Similarly, if such 
a review results in a thesis or any part of it being classified, then the research area should be 
deemed unsuitablefor future thesis research. 

Faculty carrying out portions of their research in the classified domain, as discussed in section 
7.1, should be especially sensitive to the need to preserve the openness of thesis research. 



7.3 THE ROLE OF LINCOLN LABORATORY 

Lincoln's central role is to conduct defense- related research and development activities. 
Consequently, a fundamental tenet of Lincoln's operation is the ability to do classified work. 
Lincoln Laboratory grew out of our defense efforts during WW 1 1 and in the post-war years. 
Lincoln, which this year is celebrating its fiftieth anniversary, has provided extraordinary service 
to the nation in furthering the development of several technical fields important to national 
security: sensors, information extraction, communications and other related technologies. 
Several M IT faculty members and students currently participate in this research. Lincoln 
Laboratory carries out both classified and unclassified research. 

Lincoln is currently the only M IT facility where classified research is performed and could pro- 
vide thefacilities needed byM IT faculty to perform theclassified elements of their research. When 
the research subject is of mutual interest to the campus and to Lincoln Laboratory, it is easy to 
make the decision to locate the research at Lincoln. But, even if there were no direct interest on 
the part of Lincoln Laboratory, it would be beneficial for the campus/Lincoln relationship if 
one can argue the research could be incorporated within the sphere of Lincoln's responsibilities. 

In addition to the possibility that M IT faculty could carry out the classified portion of their 
research at Lincoln Laboratory, there is also the opportunity for M IT faculty and students to be 
involved in on-going Lincoln Laboratory research programs, both classified and unclassified, 
both on campus and at Lincoln. With respect to increased involvement of M IT faculty in Lincoln 
research programs there exist several issues. 

Lincoln Laboratory's contract with its sponsor requires that any information, classified or 
unclassified, not be released for public dissemination unless approved for public release by 
appropriate United States government authority. This policy should be reassessed with respect 
to its application to on-campus collaboration between M IT faculty members and Lincoln staff. 
Collaboration with Lincoln personnel could also subject a faculty member's publications to 
prior review by DOD even if a Lincoln program does not fund the faculty member's work. DOD 
review prior to publication of on-campus research is inconsistent with our recommendations. 



We urge the faculty committee that ischarged with identifying opportunities for improvement 
of Lincoln's interaction with M IT faculty to address these issues. Use of M IT faculty in both 
classified and non-classified summer studies and scientific advisory committees would be a 
mechanism to introduce faculty to the challenges of Lincoln's research program. Possibilities 
could be explored with the sponsor to create a fundamental research fund that would provide 
a mechanism for collaborative on-campus research between M IT faculty and Lincoln staff that 
did not carry the pre-publication restrictions that are inherent in Lincoln's master contract. 
However, increased involvements that would carry research restrictions with them to the M IT 
campus are inconsistent with our recommendations. 

M anagement and oversight of Lincoln Laboratory are major components of the public service 
that MIT carries out for the nation. In its oversight role, MIT should continue its active manage- 
ment of Lincoln Laboratory to insure that: the research meets M IT standards for independence 
and quality, and in so far as possible, Lincoln provides an environment that enables faculty to 
do research directed towards national service. 



7.4 RELATIONSHIP WITH OTHER INSTITUTIONS 

Despite its independence as a separate laboratory since its divestiture. Draper Laboratory has 
maintained a close relationship with M IT. Draper is located near the M IT campus. Thefacility 
maintains a dual classification structure. Small secured areas are maintained for classified projects 
and materials, but most of the research and physical facilities are unclassified. Several faculty 
members utilize Draper to access classified documents required for their research or public 
service activities. The Laboratory generally supports some fifty to sixty Draper Fellows (M IT 
graduate students co-supervised by MIT Faculty and MIT-appointed Draper personnel) and 
awards about two million dollarsayear to universities for research with about 85% going to M IT. 

The national security implications of thebiological sciences are growing. Itisnot too hard 
to imaginea future Lincoln Laboratory-like entity conducting classified biologically related 
research in the Boston area.Just what role M IT might play in such an enterprise is not clear, 
but we would expect it to raise the same questions about campus-based research that were 
raised during WWI I and the Cold War. We believe, however, that the framework we have 
suggested is equally applicableto this development. 

TheWhitehead Institute for Biomedical Research and M IT are separate institutions with strong 
cooperative programs in thebiological sciences. Whitehead will also be affected by the issues 
we have discussed, and will be examining similar issues of restrictions on scientific research. 

M IT's statement of values and principles and the policies that flow from them could be of 
value to Whitehead as well as to other institutions wrestling with theseissues. 
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On Campus Research Involving Select Agents 



As discussed in section 3.4, the recently enacted USA PatriotAct defines restricted persons and prohibits 
their possessing, shipping, or transporting a number of select biological agents. At present, very few 
laboratories at M IT are affected by these regulations. H owever, the Secretary of H &H S has been given 
special powers to expand the list of select agents and is likely to add agents to this list if pending bills 
are enacted. 

Although we have no concern with the health and safety aspects of these regulations, the requirements 
involving personnel, students, faculty, and staff are not consistent with M IT's principles. While we are 
currently fulfilling our obligations under this act, we should also reassess our involvement in research 
that requires such restrictions on personnel. It is likely that in the current climate, the number of agents 
on the list will grow and the restrictions placed on personnel, physical access, and publication of research 
findings may grow as well. At some point, M IT may rightfully decide that on-campus research in 
areas governed by these regulations is no longer in its interest or in line with its principles. We should 
consider applying a sunset clause to the acceptance of new contracts for research carried out under 
such restrictions, and the standing faculty committee should reexamineour policies and practices in 
areas affected by these regulations in the near future. 
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Industry-Sponsored Research: 

Challenges, Principles, and Concerns 



M IT has had a long and fruitful involvement in industry-sponsored research, which actually pre-dates 
its involvement in government-sponsored research. Funding from industry benefits our faculty and 
students by supporting research and education. At the same time, these activities provide a service to 
the nation by insuring the flow of important technologies into the private sector. Nonetheless, we are 
concerned about the continuing pressures affecting the openness of industry-sponsored research 
results and their publication. We are also concerned that restrictions on openness may undercut the 
fundamental research exemption in the export control regime. 

There are many interests involved in carrying out industry-sponsored research. The commercially 
driven motivations of an industry sponsor may often clash with institutional values, although in 
many cases, the values are aligned because of the mutual incentive of financial opportunity, and 
significant scientific and technological advance. MIT has policies in place governing the arms-length 
natureof the contractual requirements to insurethat the loyalty and responsibility of the faculty 
is to MIT and its educational mission. Review of faculty off-campus relationships and restrictions 
on the hiring of students in faculty- related companies insurethat both faculty and students have 
no conflict of interest regarding their responsibility to conduct research and disseminate its results. 

For the most part we are not concerned with these issues here. 

Our concern is the openness of industry-sponsored research on campus, and specifically, how do our 
policies for dealing with this research, as agreed upon in research contracts and as practiced, comply 
with the values of the academic community? 

Industry-sponsored research arrangements often contain some restrictions on thefreeflow of informa- 
tion from scientific research. These restrictions generally take the form of short-term limitations on 
the time of release and/or the content. There is no question that these restrictions affect the research 
environment and the educational process at M IT. The issue is whether or not the restrictions seriously 
interfere with the environment of openness at M IT. 

The primary area of potential conflict is patents. Patent law in the United States requires that no pub- 
lished disclosure of patentable material be made more than oneyear before the patent application has 
been filed. Patenting requirements in most of therest of theworld are more stringent and preclude 
virtually all forms of public disclosure prior to filing. Thus, although students are free to present and 
discusstheirpotentially-patentable results in their research groups, if foreign patent coverage is desired, 
no public presentation outside of M IT would be allowed prior to thefilingof a patent. These limitations 
include presentations at scientific meetings, public seminars at M IT and other universities, and of 
coursejournal publication. In some cases, a student's thesis presentation might have to be closed to 
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members of the M IT community and even to the full department faculty, resulting in an undesirable 
effect on the educational process. These prohibitions might have a significant effect on the early career 
development of a graduate student. In most cases, publication delays to allow thesponsor to examine 
the work for possible patents are limited to no longer than sixty to ninety days. 

Another area in which there is some effect on the M IT research environment has to do with proprietary 
or confidential information that is received from a research sponsor. In order to maintain an open 
research environment, M IT's agreements with industry strictly limit the amount of confidential 
information accepted by a principal investigator to what is necessary to conduct the research program. 
Under no circumstances will M IT engage in a research program that requires a student to handle 
company-confidential information, in order to participate in the research program. 

M IT has guidelines for governing company- sponsored research. The governing principles are: that 
M IT will maintain free exchange of research ideas among its faculty and students and their peers at 
other institutions; that it will not put the thesis research of its students in jeopardy of not being 
released for publication; that there should be no conflict of interest existing between M IT researchers 
and those companies in which faculty have significant financial interests or for which they consult; 
and that MIT will not engage in proprietary or confidential research for any industrial company (or 
government sponsor). The guidelines established to ensure that M IT's core mission of education and 
research are not compromised by performing industrial research are summarized as follows. 

1 Companies cannot require a right of approval over the content of published research results. 

2 Company sponsors are granted a right to acquire a royalty free non-exclusive license of the 
research they sponsor— subject to a de minimus annual payment. Companies are also granted an 
option to acquire an exclusive, royalty- bearing license on terms and conditions to be negotiated, 
generally after the invention is made. 

3 Company sponsors cannot claim reach-back rights to pre-existing M IT intellectual property. 

4 Company sponsors have a period of from thirty to sixty days to examine publications, including 
theses, for material appropriate for patent filing, or for an inadvertent release of the company's 
confidential information. If determined to bepatentable, the company has thirty to sixty more 
days during which time they can request MIT to file patent applications. The application process 
must be completed before publications, including theses, are made available to the public. 
Company sponsors are given a total of ninety days to complete these review processes. 

5 Companies cannot alter the result of the M IT research and cannot apply additional release 
restrictions on its published dissemination beyond the negotiated period of no longer than 
ninety days for patent filing. An additional thirty day delay may be granted by M IT. 

6 If M IT faculty and students consult for a company that is sponsoring their research, this fact must 
be disclosed prior to accepting the research contract and the conflict of interest must be evaluated. 

7 Faculty may not hire their students or postdoctoral fellows to work for companies in which the 
faculty member has a financial interest if the area of work is related to the research areas in which 
the postdoctoral fellow or student is working. 



8 M IT will not accept research projects where students must have access to company- confidential 
information in order to participate. M IT will not permit or require students to sign individual 
non-disclosure agreements as part of a research program. 

9 MIT does not accept research programsthatrequiretheassignmentof titleto intellectual property 
developed by M IT faculty, students, or staff to the sponsor. 

10 Company sponsors are restricted from using promised M IT involvement and possible research 
achievements for the explicit purpose of raising operating funds. 

11 Research facilities on campus supported with company funds should not carry restrictions 
on access by other investigators or establish significant preferential access by faculty, students, 
staff, or visitors funded or sent in by the company sponsors. 

Our committee has not been able to address all of the issues raised by industry-sponsored research. 
We therefore recommend that one of the first agenda items for the standing faculty committee we 
have recommended should be a review of M IT policies in this area as well as their application in 
practice. We also believe that this committee should monitor any apparent restrictions on openness 
and accessthat violate M IT's principles that come to its attention arising from implicit arrangements 
made with sponsors. 




Findings and Recommendations 



1 CLASSIFIED RESEARCH ON THE MIT CAMPUS: M IT remains committed to a Strong role of 
public service and, as appropriate, to expanding the scope of that service. Such an expansion 
can includefacilitating faculty members to servethe nation's national security needs within the 
framework laid out in our report. However, after examining the implications of conducting 
classified research on campus, we conclude that retaining an open research environment with 
freeflow of research results and information on the M IT campus is the best way for M IT to 
fulfill its public service responsibility. 

Therefore, we recommend that no classified research should be carried out on campus, that no 
student, graduate or undergraduate, should be required to have a security clearance to perform 
thesis research, and that no thesis research should be carried out in areas requiring access to 
classified materials. 

2 STANDING FACULTY COMMITTEE TO MONITOR DEVELOPING RESTRICTIONSON ACCESS 
TO AND DISCLOSURE OF SCIENTIFIC INFORMATION: Currently, the Faculty Policy Committee 
has responsibility to consult with the Provost regarding exceptions to M IT policy regarding the 
conduct of research. We believe that the current situation requires more intensive attention than 
that committee can provide. Therefore, we recommend that a new standing faculty committee 
be established to monitor the evolving Federal legislation and M IT's response to these issues, as 
well as any exceptions granted to M IT policy for restrictions on access to and disclosureof research 
results, for both industry- or government-sponsored research. We also believethat this committee 
should monitor any issue of openness that comes to its attention arising from implicit arrange- 
ments made with sponsorsthat violate M IT's principles and go beyond contractual language. 

3 SENSITIVE AND OTHER RESTRICTIVE DESIGNATIONS: Because there is no consistent under- 
standing or definition of what would constitute "sensitive" information, M IT should continue 
its policy of not agreeing to any sponsor's contractual request that research results generated 
during the course of a program be reviewed for the inadvertent disclosure of "sensitive" infor- 
mation. Beyond this, M IT should not accept or hold any documents on its campus that are 
designated "sensitive" or "no foreign nationals," nor restrict any students from access to any 
course, on -cam pus seminar, or other similar forum. M IT should not designate any on-campus 
facilities as requiring special conditions for access beyond that required by existing legislation. 
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SELECT AGENTS: The recently enacted USA Patriot Act defines restricted persons and prohibits 
their possessing, shipping or transporting a number of select biological agents. At present, very 
few laboratories at M IT are affected by these regulations. H owever, the Secretary of H ealth and 
Human Services (H&HS) has been given special powers to expand the list of select agents and 
is likely to add agents to this list if pending bills are enacted. 



The requirements involving personnel, students, faculty, and staff are not consistent with M IT's 
principles. It is likely that in the current climate, the number of agents on the list will grow and 
the restrictions placed on personnel, physical access, and publication of research findings may 
grow as well. At some point, MIT may rightfully decidethat on-campus research in areas gov- 
erned by these regulations is no longer in its interest or in line with its principles. Weshould 
consider applying a sunset clause to the acceptance of new contracts for research carried out 
under such restrictions, and thestanding faculty committee should in the near future, reexamine 
our policies and practices in areas affected by these regulations. 



5 EXPORT CONTROLS: MIT and its faculty are affected by laws governing export of scientific 
information and artifacts. Since most fundamental research enjoys an exemption from the need 
to seek export licenses prior to disseminating information or items, open communication in all 
of its aspects is the best means to insure that research results can be freely communicated. M IT 
should insure that the designation of fundamental research and public domain extendsto as 
much of its ongoing research activityaspossible, consistent with the national interest. Any formal 
or contractual restrictions on the open sharing of research results eliminate a project's funda- 
mental research and public domain exemptions. Such restrictions should be accepted only after 
careful analysis of their effects upon MIT and its research program. The administration of MIT 
should insure that faculty members understand their obligations under these export control laws. 



6 FACULTY PARTICIPATION IN CLASSIFIED RESEARCH : Issues arising from the participation 
of faculty members in off-campus classified research as an extension of on-campus research 
can be handled within the current framework of M IT policy. First, faculty members need to 
keep department heads notified about the extent of a research activity that may for a time 
remove the faculty member from active contact with students. Second, the Provost must be 
informed about activities that involve M IT in complex relationships with other organizations. 
Without such notification, it is likely that administrators will beunawareof the relationships 
that can significantly affect M IT research. We believe that such notification should be given at 
the initiation of a project, not just in the annual report from faculty. 

There exist several organizations that can provide access to classified facilities to enable M IT 
faculty to carry out the classified portions of their research. The most prominent of these is 
M IT's Lincoln Laboratory, but several other organizations could also provide such access. 



7 LINCOLN LABORATORY: The management and oversight of Lincoln Laboratory are major 
components of the public service that M IT carries out for the nation. In its oversight role, M IT 
should continue its active management of Lincoln Laboratory to insure that: the research meets 
M IT standards for independence and quality, and in so far as possible, Lincoln provides an 
environment that enables faculty to do research with national security implications. 



8 RELATIONS WITH OTH ER LABORATORl ES: M IT and its faculty have ongoing relations with 
a number of independent defense-supported research laboratories such as Draper Laboratory, 
Air Force Research Laboratory, Natick Army Laboratory, and the Naval Undersea Warfare Center 
in Newport, R.I.. These facilitiesoffer opportunities to strengthen our activities in research that 
have applications to national security. In particular, M IT should strengthen its relationship with 
Draper Laboratory and have access to Draper as an off-site facility for research and administrative 
support for faculty requiring access to classified material. 

9 EXTRAORDINARY EVENTS: There may betimes when rapid near-term access to specialized 
M IT on-campus facilities and expertise will be required by the nation. Examples of this would 
be the need for forensic analysis of biological materials, materials preparation, and the use of 
other facilities and expertise for significant national purpose other than research. Providing this 
type of assistance may require special procedures for restricted access. Webelievethat M IT should 
make such expertise available for a short-time response with a time-definite sunset clause. An 

M IT response to such emergencies would require the permission of the Provost in consultation 
with the standing faculty committee we have recommended. 

10 INDUSTRY-SPONSORED RESEARCH : Our committee has not been able to address all of the 
issues raised by industry-sponsored research.We therefore recommend that the standing faculty 
committee we have suggested review MIT policies in this area, as well astheir specific application 
in practice, as one of its first agenda items. We are concerned about growing pressures affecting 
the openness of research results and their publication that arise from involvement in industry- 
sponsored research. We are also concerned that restrictions on openness may undercut the 
fundamental research exemption in the export control regime. 

11 RESEARCH CONDUCT: MIT should incorporatein Policiesand Proceduresexplicit statements 
about acceptable research behavior and clear standards for the conduct of research to insure that 
implicit agreements are not reached with research sponsorsthat violate M IT's policies on openness 
and access. Such guidelines should be incorporated into the material that accompanies the annual 
report that faculty make, detailing their outside professional activities and their on-campus 
research relationships. 

12 FACULTY ACCESS TO CLASSIFIED RESEARCH AND MATERI ALS: M IT faculty play important 
public service roles in areas requiring access to classified materials.To support these activities we 
recommend that M IT hold security clearances for faculty who require them, and provide off- 
campus facilities to allow access to classified materials needed to engage in research or public service. 

We do not recommend that M IT provide facilities for storage and access of classified materials 
on the MIT campus. An off-campus site should be provided for faculty to use such material, as 
required, utilizing thefacilitiesof Lincoln or Draper Laboratories. 
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Current and Past MIT Policies Governing Openness 
of R esearch 



The current M IT policies governing the openness of research are contained in Policiesand Procedures 
14.2 (included below). These policies have evolved si nee they were first addressed in the 1945 edition 
of Policiesand Procedures. A brief history of the development of these policies is contained in this 
Appendix. 



CURRENT POLICY 

14.2 Open Research and Free interchange of information 

MiT Policiesand Procedures, 9/97 

The encouragement of research and inquiry into intellectual areas of great promise is one of the 
most basic obligations M IT has to its faculty, to its students, and to society at large. The profound 
merits of a policy of open research and free interchange of information among scholars is essential 
to M IT's institutional responsibility and to the interests of the nation as a whole. Openness 
requires that as a general policy M IT not undertake, on the campus, classified research or research 
whose results may not be published without prior permission— for example, without permission 
of governmental or industrial research sponsors. Openness also requires that, once they are at 
M IT, foreign faculty, students, and scholars not be singled out for restriction in their access to 
M IT's educational and research activities. 

The vast majority of on-campus research projects can be conducted in a manner fully consistent 
with the principles of freedom of inquiry and open exchange of knowledge. M IT, however, is an 
institution that plays a unique role in important areas of science and technology that are of 
great concern to the nation. It recognizes that in a very few cases the pursuit of knowledge may 
involve critically important but sensitive areas of technology where the immediate distribution 
of research results would not be in the best interests of society. In such cases, exceptions to these 
policies regarding publication, classification, and access by foreign students and scholars may 
be made, but only in those very rare instances where the area of work is crucially important to 
M IT's educational mission and the exception is demonstrably necessary for the national good. 

If these conditions are not met, MIT will declineor discontinue the activity and, if appropriate, 
propose it for consideration off-campus or elsewhere. Since the implementation of classified or 
otherwise restricted research on campus would drastically change the academic environment 
of the Institute, it is essential that each project be reviewed and acted upon in light of its impact 
on the I nstitute as a whole. 




jp ssam-Bch Bui.ijanor> sapicn i jaan pue jjau.j-r> 



Q^rrerit and l%5t IviXBalicies Gbueming Qjemess of Researeti 



X 



It is the policy of the Institute, therefore, that every research project within the academic structure 
of M IT (excluding Lincoln Laboratory) that requires a classification on the research process, 
classification as to the source of funds, classification of the research results, or imposition of 
other restrictions on publication or access must receive the prior approval of the Provost, who 
shall seek the advice of the Faculty Policy Committee and will inform the committee of all 
approvals. When unrestricted research at M IT is important to the national security, appropriate 
efforts will be made to ensure that relevant government agencies are informed of the results at 
thesametime, as areothers in the scholarly community. 

Theses, whether undertaken by graduate or undergraduate students, are an integral part of the 
research program of the Institute and fall within the statement of policy concerning classified 
or otherwise restricted research on campus as stated above. No thesis requiring that a student 
have a clearance or requiring a security review upon its completion may be embarked upon 
without the prior approval of the Provost. When graduate theses are involved, the Provost shall 
seek the advice of the Committee on Graduate School Policyin cases that involve modification 
of existing policy and will inform the committee of all approvals. 



POLICIES: 1940'S - 1960'S 

M IT's Policies and Procedures was issued for the first time in 1938, and while that first manual affirms 
the I nstitute's responsibility to serve the government and society as a whole, there is no statement 
about classified research. (Policies and Procedures has not been published each year, but reissued as 
needed. Relevant policies from all of the known editions are included below.) 

During World War II policies on classified research evolved and were published in the 1945 edition 
of Policies and Procedures: 

M IT has always felt a special responsibility to render public service, especially to any branch 
of local, state or federal government. This policy will continue. 

Only under conditions of great emergency will projects be accepted which do not contribute 
to the advancement of educational objectives or of scientific knowledge or of engineering art. 

Imposition of restrictions on publication results, either for secrecy or patent reasons, might be 
incompatible with the basic concept of an educational institution as a source and distributor of 
knowledge. Research contracts involving such restrictions, especially long-term or permanent 
restrictions, should beundertaken only for exceptional and important reasons. In no case should 
a situation be permitted which could inhibit free and effective work by M IT in any scholarly field. 

The 1952 edition of Policies and Procedures reaffirms the I nstitute's "special obligation to render 
service to the Commonwealth, to the cities of Cambridge and Boston, and to the several agencies of 
the Federal Government." The policy on classified was restated: 

Contracts calling for classified research should be accepted only in timeof national emergency 
and continued only if there are compelling reasons for so doing. During a national emergency 
of long duration, restrictive contracts of this type will be accepted only if the work is of great 




importance to the national welfare or defense, if it cannot be done more effectively elsewhere, 
and only if it can be done without unduecurtailment of the program of instruction and 
fundamental research, the carrying out of which is the Institute's long range responsibility 
to the nation. 

The 1961 edition records further changes: 

Contracts calling for classified research are contrary to oneof the basic objectives of any 
educational institution— namely the dissemination of knowledge. Nevertheless, for the past 
several years there has been a great need for classification of research results in some areas, and 
there are compel ling reasons for the Institute to enter into contracts for work in these areas. This 
need is expected to continue for sometime. Restrictive contracts of this type, however, should 
be accepted only if the work is of great importance to the national welfare and only if it can be 
done without unduecurtailment of the program of instruction and fundamental unclassified 
research, the carrying out of which is the Institute's long-range responsibility to the nation. 

Finally, the 1966 version stated: 

Restrictions on the publication of research results, for the reasons relating either to secrecy 
or to patents, are contrary to oneof the basic objectives of an educational institution, namely 
the dissemination of knowledge. Accordingly, it is the policy of the Institute, apart from the 
programs of the Instrumentation and Lincoln Laboratories, to undertake research contracts 
with security provisions only in the most exceptional circumstances. In all such exceptional 
cases, moreover, it should be clearly demonstrated that the work is of fundamental importance 
and that access to restricted information is essential to progress in thefield. Exceptions will be 
approved only after careful consideration and review of all of the pertinent facts, and only if 
the work is otherwise compatible with the Institute's general program of unclassified research 
and teaching. 



POLICY CHANGES - 1970 TO THE PRESENT 

The Final Report of the Review Panel on Special Laboratories did not address where classified research 
should be allowed, but did recommend a reduction in classified research and clearance barriers. 

The Panel recognizes that classified work may have to be continued at the laboratories, but 
recommends reducing the present amount of classified research to a minimum, both by selection 
of projects and by pressing for declassification wherever possible. In particular, classification of 
project descriptions must be severely limited or removed entirely, since this practice prevents 
the MIT community as a whole from knowing even the nature of some MIT activities. 

Changes are also required in the physical arrangements to make it easy for uncleared students 
and faculty to participate in the unclassified parts of the laboratories' program. These steps are 
essential to achieve the desired increase in campus interaction and must bepursued, even at the 
cost of administrative inconvenience. 
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These recommendations were reflected in the statement on classified research included in Section 
4.11b of the next edition of Policies and Procedures, published in 1975. 

M IT affirms that the encouragement of research and inquiry into intellectual areas of great 
promise is one of the most basic obligations to its faculty, to its students, and to society at large. 
It affirms the profound merits of a policy of open research and free interchange of information 
among scholars as essential to that responsibility. 

In the vast majority of research projects, the encouragement of inquiry wherever the research 
might lead is not in conflict with the principle of freedom of inquiry and open exchange of 
knowledge. However, M IT is an institution that plays a unique role in important areas of science 
and technology that are of great concern to the nation. It recognizes that in a very few cases the 
pursuit of knowledge may require access to data or literature of a classified nature, or yield results 
whose immediate distribution would not be in the best interests of society. It affirms, therefore, 
that such activities are undertaken only when, after weighing the advantages and disadvantages 
for the academic program and for the nation, they are judged to be highly constructive. Since 
the implementation of classified research has some aspects that are detrimental to the academic 
environment of the Institute, it is essential that each project be reviewed and acted upon in the 
light of its impact on the Institute as a whole. 

It is the policy of the Institute, therefore, that every research project within the academic structure 
of M IT (excluding Lincoln Laboratory) which requires a classification on the research processor 
on the publication of results receive the prior approval of the Provost, who shall seek the advice 
of the Committee on Educational Policy in cases that involve modification of the existing policy 
and will inform the Committee of all approvals. 

Theses, whether undertaken by graduate or undergraduate students, are an integral part of the 
research program of the Institute and fall within the statement of policy concerning classified 
or otherwise restricted research on campus as stated above. No thesis may be embarked upon 
which requires security clearance or for which there is a requirement for security review upon 
its completion without the prior approval of the Provost, who shall seek the advice of the 
Committee on Graduate School Policy in cases that involve modification of existing policy and 
will inform the committee of all approvals. 

The 1975 version of this policy remains fundamentally in place today. The Faculty Policy Committee is 
now designated as the group the Provost must consult about exceptions, and this policy is now section 
14.2 of Policies and Procedures, entitled, "Open Research and Free Interchange of Information." 

A few substantive changes have been made. From 1985 on. Policies and Procedures reflected the 
distinction between on-campus and off-campus research, and in 1990 an additional statement was 
added about the value of openness: 

Openness requires that as a general policy M IT not undertake, on the campus, classified research 
or research whose results may not be published without prior permission— for example, without 
permission of governmental or industrial research sponsors. Openness also requires that, once 
they are at M IT, foreign faculty, students, and scholars not be singled out for restriction in their 
access to M IT's educational and research activities. 



In 1990 thefollowing statement was also added about exceptions, and when M IT will decline such work: 

... exceptions to these policies regarding publication, classification, and access by foreign students 
and scholars may be made, but only in those very rare instances where the area of work is crucially 
important to M IT's educational mission and the exception is demonstrably necessary for the 
national good. If these conditions are not met, M IT will declineor discontinue the activity and, 
if appropriate, propose it for consideration off-campus or elsewhere. Si nee the implementation 
of classified or otherwise restricted research on campus would drastically change the academic 
environment of the Institute, it is essential that each project be reviewed. 
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